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Publication of REACH Data on HDX  
Joint Guidance Note (May 2022) 

 
Humanitarian Data Exchange (HDX) is “an open platform for sharing data across crises and organisations” which 

was launched in 2014 and managed by UN OCHA’s Centre for Humanitarian Data (see more here). As REACH 
teams are collecting and producing large volumes of data across different humanitarian crises on a regular 
basis, it is important to ensure that this data is also made available through the HDX platform to reach as 
wide of a user base as possible.  

 
The HDX team carries out quality assurance on every dataset that is uploaded to the platform. This quality 

assurance process includes a data sensitivity check, in which they look for personal data and other sensitive 
information that is not allowed on HDX according to the Terms of Service. 

 
Microdata is data on the characteristics of a population that is gathered through exercises such as household 

surveys, needs assessment or monitoring activities.1 Microdata may sometimes expose the identity of 
individuals, even if direct identifiers such as names and phone numbers are removed. In view of this, the 
HDX team supports data contributors (like REACH) in applying Statistical Disclosure Control (SDC), a 
technique used to assess and lower the risk of a person or organization being re-identified from the analysis 
of microdata.  

 
At times, the process of conducting the disclosure risk assessment and determining how to best share certain 

datasets has led to delays. In order to continue ensuring relevant data is shared on the HDX platform in a 
timely manner, this document lays out specific guidance for REACH teams in terms of the recommended 
approaches for sharing data on HDX.2 More information on the three ways to share data on HDX is available 
here. 

Removing personally identifiable information (PII) 

For any dataset to be published on HDX, the REACH team should first ensure all required steps as per the internal 
guidelines for Data Cleaning and Processing have been followed (ref. IMPACT Data Cleaning Guidelines and 
IMPACT SOPs for Management of Personally Identifiable Data). This includes the removal of any personally 
identifiable information (PII), defined as ‘variables that reveal directly and unambiguously the identity of a 
respondent.3 

Publication of Household or Individual Surveys 

Examples: Multi Sector Needs Assessments, Profiling Exercises  
 
Background: Since 2019, the HDX team has conducted disclosure risk assessments on more than a dozen 
individual or household survey datasets shared by REACH on HDX. The sensitive nature of the data and the 
number of potential key variables has typically meant the assessed disclosure risk is high and reducing the 
disclosure risk to an acceptable level would significantly reduce the utility of the data.  
  
Recommended Approach for Sharing Data on HDX: As a first step, the recommendation for individual and 
household assessments is for REACH teams to:  

 
1 Definition from the Centre’s Guidance Note on Statistical Disclosure Control, available here: https://centre.humdata.org/guidance-note-statistical-disclosure-control/. 
2 For teams accessing the REACH page on the HDX platform for the first time, please reach out to the HQ Research Department – Head of Research (Nayana Das) or 
Research Design & Data Unit Manager (Olivier Cecchi) to ensure you have the required uploading rights.  
3 Definition from the SDC Practice Guide, available here: https://sdcpractice.readthedocs.io/en/latest/glossary_acr.html#glossary. 
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1. Share a summary of the dataset (i.e. analysis tables that summarise data points per strata per variable) 
publicly on HDX. Please find an example of such a summary here; and 

2. Make the full dataset available via HDX Connect and grant access to users upon request, in-line with 
internal REACH policies/ guidance and relevant data sharing agreement(s).  

After sharing the summary dataset and the full dataset via HDX Connect, it is also recommended to link the two 
datasets to enable users to easily find both. To link the datasets, please do the following: 

1. Go to the summary datasets and add a second resource by clicking on ADD MORE RESOURCES.  
2. Select the "Import from URL" radio button.  
3. Enter the url of the HDX Connect dataset in the URL box.  
4. Enter "Full Data shared via HDX Connect" in the File name field.  
5. Enter "Web App" in the "File Type" field.  
6. Enter "HDX Connect dataset with full dataset" in the notes field. 

If there is no summary dataset available, it is still recommended that HDX Connect is used to share the full 
dataset. If indicator-level analysis is available in the form of an interactive dashboard instead, it is recommended 
that this is included on the HDX Connect dataset page (example here). To share data via HDX Connect, go to 
HDX, click on the ‘Add Data’ button, and select the ‘Metadata Only’ option. On the next page, please complete 
the dataset title, description, and metadata fields. On this page, you have the option to add up to five custom 
data visualization using the visualization’s URL.  

This will allow the data to be available as quickly as possible for the broadest audience. This may also enable 
REACH and the Centre to generate a common data visualization (embedded on HDX) for the summary tables 
to encourage the preparation and sharing of the data in this format. 

If the REACH team believes that the full dataset should be made available publicly, the HDX team can provide 
support in conducting a disclosure risk assessment and applying SDC, as required. You can reach out to the 
HDX team at hdx@un.org to discuss this step. 

Publication of Key Informant Interview datasets 

Examples: Hard to Reach District Assessment, Joint Market Monitoring Initiative Datasets, Humanitarian 
Situation Monitoring 
  
Recommended Approach for Sharing Data on HDX: In the case of surveys and assessments conducted 
through a quantitative key informant interview (KII) approach, the resulting data is typically not considered 
microdata. Microdata is data on the characteristics of a population that is gathered through exercises such as 
household surveys, needs assessment or monitoring activities. Specifically, if the responses provided by the key 
informants focus on their knowledge about a district or a camp, and not on them as individuals, this is not 
microdata.  
 
This data can be shared on HDX through the normal upload process without ticking the microdata box. Any 
personal data must be removed from the dataset before uploading it to HDX. Once shared, the dataset will go 
through the normal HDX QA process.  However, as with household data, the REACH country team should follow 
internal REACH policies/ guidance and relevant data sharing agreement(s) prior to sharing this data on HDX.  

https://data.humdata.org/dataset/2020-multi-sectoral-needs-assessment-analysis-results-of-household-data-sudan
https://data.humdata.org/dataset/reach-iraq-multi-cluster-needs-assessment-round-viii-2020-dataset-including-individual-data
mailto:hdx@un.org
https://data.humdata.org/about/hdx-qa-process

